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Getting Caught Without a Backup
Could Be Seriously Bad for
Business
While “redun-
dant” isn’t typi-
cally used as a
. . complimentary
=~ | descriptor, it
very much is
when it comes to your business’

data and data backups. This is
because you want to make sure
that you always have a backup
copy ready to go. Let’s consider
what a business that doesn'’t...

About Indevtech
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We are the IT department for many

small businesses in Hawaii, across
different verticals such as
healthcare, legal, financial, and
manufacturing concerns.
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Indevtech and Pacific Business News Presents: Hawaii’'s
Most Admired Leaders

| am thrilled to announce that Indevtech has been selected as
the Presenting Sponsor for Pacific Business News’ inaugural
event of Hawaii’s Most Admired Leaders!

Nominations closed on July 30, 2023, and the honorees will
be recognized on November 9, 2023, at the Alohilani Hotel in
Waikiki.

This is a particularly important event to me because
Indevtech would not be where it is today without the guid-
ance and mentorship of other local businesspeople who have taken the time to help me by
giving their knowledge and support, for free and for fun. Many of you are my role models
and you might not even know it.

I am proud that Indevtech can give back to the Honolulu business community by supporting
this important event, which recognizes those individuals who have made a career out of
impacting the lives of scores of people through their relentless pursuit to lead with compas-
sion, clear vision, and commitment.

Lastly, thank you to all those who have played a part in Indevtech’s continued success—we
aren’t there yet, but we strive to be better every day.

There is Really Only One Problem with Cloud Storage

Finding affordable data storage isn’t the challenge it used to
be. In fact, some sources say the costs are dropping by 20-to-
30 percent annually. This means that businesses that thought
cost was a roadblock to using the cloud for their data storage
needs, can rest assured that they can confidently go on and

| secure the amount of secure cloud storage they need.

Unfortunately, there is one big problem with cloud storage for
| a business.

The Pros of Cloud Storage
Before we get into the one thing that businesses have to confront about using cloud stor-
age, let’s take a look at some of the benefits.

One of the major benefits of using cloud storage is the accessibility factor. Cloud-hosted
files can be accessed from about anywhere with Internet access. This benefit provides or-
ganizations the ability to use a distributed workforce if they so choose. Leaning on remote
workers severely cuts a business’ real estate, electric, and HVAC costs, giving business own-
ers more flexibility on how they go about doing business.

Another useful benefit is the ability to scale their software to meet the needs of their busi-
ness. In the traditional method of file storage, businesses would host large servers that
would carry the applications and storage capabilities of the organization. This would not
only create costly issues that would require that a new software license be purchased for
every application, but it typically resulted in an organization wasting valuable computing
(Continued on page 2)
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"If opportunity doesn't knock, build a door."

- Milton Berle
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The lloT and How It Is Transforming Large-Scale Industry

Businesses
have been
starting to
embrace the
Internet of
Things (loT)
for quite some
| time now as
they can see
the benefit of using devices to stream-
line parts of their business processes
that may not be actively engaging. There
is another growing trend in the space
that is more sophisticated and could be
one of the most transformative technol-
ogies in the near future, this is the Indus-
trial Internet of Things (lloT). This

month, we discuss what the lloT is and
how it can be used by certain companies
to massive benefit.

Introducing the Industrial Internet of
Things

The IloT is @ much more
sophisticated type of
digital transfor-
mation technol-
ogy that pro-
vides large-scale
industrial

companies the opportunity to enhance
their data collection, analysis, and
automation.

lloT Compared with loT

The lloT is a form of IoT, but while many
of the 10T devices that are used are com-
mercially available and come with their
own specific function, the lloT is a tech-
nology construct used by manufacturers
and other large-scale companies to build
incredible efficiencies. It does this by
being a central part of any operating
process and gives organizations the abil-
ity to see (and often automate) work-
flows in real-time.

The main difference between the loT
and the lloT is how the technology that
fuels these platforms is deployed. loT
devices are generally inex-
pensive and can pro-
vide value by han-
dling one process
pretty well. Think
about a smart
thermostat: It
can be set to
"= J automate
based on

There is Really Only One Problem with Cloud Storage

(Continued from page 1)

resources by only using a fraction of the

space and computing power of the serv-
er. With cloud computing, your organiza-
tion can get all the storage it needs with-
out huge capital outlays.

Finally, what could be the largest benefit
of using cloud computing for your busi-

ness’ storage needs, is that the
underlying technology is
not only extremely
fast, it is monitored
and maintained by
the service pro-

vider. This way,

businesses that

depend on cloud
storage get reliable,
up-to-date systems
that are completely

backed up and able to be upgraded as
needed. If the decision to use cloud com-
puting comes down to the technology
used, it becomes an easy decision to
make.

What About Security?

One variable that isn’t necessarily a pro,
but not a con either is how data is pro-
tected in the cloud and in transit
back and forth between it.
There are actually two
different considera-
tions. The first:
the security of
the underlying
datain a cloud
environment, is
one that can be
answered quickly; the
other: how data is

changes in heating and cooling needs.
This is useful, but it isn’t all that trans-
formative for a business. The lloT, how-
ever, is a ground-up platform made by
putting sensors, actuators, and smart
computing processes to work for a busi-
ness with a lot of moving parts to essen-
tially give real-time knowledge to manag-
ers that then can alter processes to cre-
ate optimal efficiency.

More than that, lloT devices are manu-
factured and developed to withstand
physically demanding environments,
which makes them perfect for huge agri-
cultural firms, manufacturers, and ship-
ping companies that have to deal with
the elements or friction. Since these sys-
tems are remotely monitored, lloT tech-
nology can be developed to automate
processes from locations far away.

Data in the lloT

Like any other Internet of Things system,
data collection and analysis is the central
benefit. These platforms deal with a...

cmlt Read the Rest Online!
https://bit.ly/30V7cTN

protected in transit, is a longer discus-
sion. This is because the data that is
stored is done so on reliable servers with
experienced technicians overlooking the
infrastructure. For the most part, your
data is safe in storage.

The other issue, securing data that’s in
transit, is actually on your organization to
figure out. Here is a list of four things you
can do to ensure that your cloud-based
data stays secure:

o Ensure logins are protected - Probably
the most important consideration for
protecting cloud data is to ensure that
it is protected by strong passwords...
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Clearly Laying Out a Plan of Attack will Transform Your Business

Every organization needs to have specific
strategies on how to maintain productiv-
ity. This can be doing things like getting
new technology, changing strategy, and
even hiring new employees that are
more aligned with your expectations.
The latter can be a challenge as different
people need different situations in order
to be their most productive. Let’s take a
look at how to establish and communi-
cate your expectations for your
business.

Clearly Communicate Your Vision

In order to get the most out of any rela-
tionship there has to be clear communi-
cation. In the employee/employer rela-
tionship there is no better way than to
have clear expectations. After all, if an
employee is unsure what is expected of
them, they could waste time and effort
just trying to identify what comes next.

Almost every employee hates to be mi-
cromanaged and will do what they can

to avoid having this become part of their
daily work life. By setting clearly commu-
nicated objectives and expectations, it
provides workers all of the information
they need to take control of their work
lives. It also allows you to set measura-
ble goals for your people to reach and
allows you to easily determine how they
are performing. If you routinely review
objectives, you can set a streamlined
guideline for your entire staff; moving
your work forward more effectively.

Be Upfront

When onboarding new employees, there
is a tendency to try and get them up to
speed by utilizing your more experi-
enced employees as a type of mentor or
to let your managers handle their pro-
gress until they are up to speed. Regard-
less of what type of strategy you use,
you will want to set your expectations
early. Obviously, you may not know ex-
actly what you have in that particular
employee, but understanding your

Leadership Is Key to Get Through Troubled Times

Businesses
have been put
8l through the
l wringer over
the past cou-
ple of years,
Y and for the

g small business
owner, this
could have you asking a lot of tough
questions. It's even more stressful be-
cause, unlike large enterprises, a lot of
the issues are directed at you. This
month, we thought we’d take a look at a
couple of questions that need to be ad-
dressed when going through periods of
uncertainty.

How Are You Responding to Current
Issues?

The most important function a business
owner has is to lead. They need to set
the strategy the business is going to use
to get where they want it to go. Setting a
course isn’t always that simple, because
coming up with objectives and goals isn’t
always seen with clarity. The more

involved a business owner is in the day-
to-day decision-making, the more em-
ployees will be willing to sacrifice.

Unfortunately, there isn’t an all-knowing
guide to leading people. While setting
goals is a major thing, so is providing
constructive feedback. It’s true that
there is a balancing act here, as well. By
and large, workers don'’t like to be mi-
cromanaged, it creates animosity and a
disdain for management that does noth-
ing to promote the company’s objec-
tives. On the other hand, some of these
same people aren’t as productive or
engaged without strong decision-making
coming from the top down. This double-
edged sword has to be navigated with
careful consideration. While leaders
don’t need to be in on every decision,
and certainly don’t have to question
every single decision their managers
make, it is crucial that any good leader is
informed and provides feedback that
will help their employees accomplish
their vision.

business and what need you hired a new
employee for will allow you to effectively
communicate exactly what the job de-
mands from day one.

This starts even before you make a hire.
You should have an accurate job descrip-
tion that serves as a baseline of trust
between you and an applicant. Once you
make a hire, you should have a discus-
sion that centers on your workplace cul-
ture, the way your business sets goals,
how you measure results, and all the
expectations of them when they work
for you, be it from an office or as a re-
mote employee. The faster a new em-
ployee can identify how an organization
works and where they fit, the more com-
fortable they will get, and the better
work they will produce...

% Read the Rest Online!
:3 https://bit.ly/3)c1Udv

In smaller companies, this balancing act
is much more important as it is their
responsibility to set the tone for the en-
tire workforce. By conducting thorough
assessments regularly and managing
people the way they need to be man-
aged, an organization will thrive. With-
out these considerations, however,
there are a lot of detrimental circum-
stances that can arise including ineffi-
ciency, worker turnover, and worse yet,
failure to meet customer expectations...

#+ Read the Rest Online!
https://bit.ly/3N4LYuC
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The Phishing Nightmare and What You Need to Do About It

Phishing is
the most
widespread
attack vec-
tor for mod-
ern day
hackers. They are continuous-
ly evolving, getting more and
more sophisticated, and
therefore more dangerous. In
this month’s newsletter, we
are going to go through what
makes a phishing attack and
how to give your organization
the best chance at keeping
them from being a major
problem for your business.

How Phishing Starts
Scammers will fashion and
send out a lot of messages;
mostly aimed at being con-
vincing enough in their mes-
sage to get recipients to inter-
act with the message. Phish-
ing isn’t a problem that is ex-
clusive to email, but the vast
majority of phishing attacks
are carried out via email, so
we will be focusing on this
avenue of attack.

The first thing you need to
understand is that email
attacks are getting more and
more sophisticated. They will
target individuals with infor-
mation about them that they
are expected to see when
they open an email. In order
to successfully scam someone

into getting them to provide
enough information to get
into their accounts, hackers
have to come up with a good
story.

This is where it is important to
know what to look for when it
comes to phishing emails.
When your boss sends you an
email demanding that you
immediately undertake an
action, a large percentage of
people are going to do the
task (and hope to do it satis-
factorily). This is exactly the
type of thing that these scam-
mers count on. They will mas-
querade as a manager or oth-
er decision maker that de-
mands immediate attention
to a situation that is com-
pletely contrived in order to
get a person to take impulsive
action and share too much
information with the sender.

This subterfuge can be ex-

ceedingly well crafted. In fact,
some of the more sophisticat-
ed attacks look just like official
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Indevtech has been
serving Hawaii since
2001, providing end-to-
end managed IT
services to small- and
medium-businesses.
Our philosophy is very
simple: we strive to be
the best at what we do,
so that you can

by. succeed at what you
do. We have a proven
framework that, when
deployed with a solid
commitment from our
clients, provides an
unshakable foundation
on which our clients
can build their
businesses.

correspondence and are more
veiled in their direction than
most of the phishing attacks
that we encounter. These well
-crafted scams would be hard
for a regular person with no
training to not get scammed

You Need to Train Your Staff
You invest heavily in training
for a lot of other things. Some
things are mandated by gov-
ernment regulations, some
are dictated by industry.
Sometimes, your processes
need more context and need
people with knowledge to
mentor new employees. One
thing is for certain, however,
nowadays you need to ensure
that your employees are well
trained and ready to confront
the phishing menace.

Let’s go through some tips on
how to properly train your
employees to identify phish-

ing attacks. Tech Trivia

Dark Web activity has

increased by 300% in

Have a Training Platform the last 3 years.

Since it’s such a massive prob-
lem for businesses and other
organizations, there are a lot
of third-party security training
products out there that you

WANT TO BE SECURE?
DON'T OWN A COMPUTER,

ALREADY OWN ONE?
PON'T EVER TURN [T ON,




